











The Current Threat Landscape
Ransomware Rampant as Extortion Grows

?am samviare continuas to wreak havoc of organizations &f sil sizez, switin SMI2s

corning an incraasingly attractive targer. Mary stisll pusinessss faisaly assumed

Th',,/ wera “tce sivall to arget,” oney 1C Tind that a sheniticant poiticn sufferad fiom

many attempis, many invelying ransemaiare, Ransomwarea-a3s-a-saervice (Raas)
SEacaticns nave croliteratad, eracling criminals 1o Gedloy ranscimw are at scale,

A few 10N FEensomware ganas ara rssnonsikie for almaost haif of all repcried

I

artasks, reflect ng & concerdratad ecosysiemn. Allacsa s garceive SMBs as naving

WRZI(ES defense Abgh imited Incigent respeinaa capabilities, making them easier

targets. Many SMB zictims lack rooust data backups ¢ recundany sy=termns,

IncreasingG pressura ¢ pay ransoms e restors cperanens, Ranscinware inclidents

‘csa giehally and remain steady. Data e*)fn"fano.u GINGea With ransomware

p Ia ds - trie “"doudle-axiorion” 1actic - 15 POW UL &, M2Ening aven
Crganizations with backuos face extortion fiskz, Soma thieat groung skip

ol yot.o: 4|r095‘t'1c., rume sciely on datz theft extoition, accousting for aizout

Soa-fuarter of oreachs
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Dowationg from rensmriwzre can cripple daily usinaess, v i inary SME feaders
32Ny evari one gav af Quage couid shdl dowin theli o n,mr"f ransor and
'ecwea‘y costs continué o rise, ana while niany INC/7ants e ma e mindi thar
c-‘emerr br\\amcu, aven @ fraction of these costs cai pe davasiating. Pudlic
sscior entizies, Including ocal governments and s¢ritels, heve sean nigh-irmoact
artack ’Danso AVMEES remainG 2 tep-tiei thireal in 20028, with adeoL gie tacikups,
nﬂrwa.k segmeaniaticn, ardd Incidant response plans baing critical to daterse,
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From me SarntinelOna parsoacive

From the Sentnaldne perspective: in the recent SentinelChe threat intelligence
classificzticn analvsis, a toral of 412 distinct threa: grecups weare idantified across the
mornitcred envircnment, The distribution of detectiornis highlights the breadth of
malicious aciivivy anrd the aiversity of attack techriiques (» use.

Malware retnains the nuost prevalant c:ategory, with 5,475 detections, underscering its
cantinued doninance as a primary threa’ vector. Ransomwar'r-'e accounted for 556
datections, retlectirig the slistainad 1risk posed by encrypticn-based extortion
campaigns. Potentially Unwented Azplicaticns (PUA) were identified in 252 instarices,
inclicating the prasence of software that, while not overtly malicious, poses
operationat and security risks cue 1o unwanted behavior.

Cryptominer acrivity was aisarved in 764 detections, sigialiiig attempis 1o expioit
coraputing resotrces vor illicit cryptocurrency mininig. Infostealar variants appeared in
70 cases, targeting sensitive information and credernitial thieft. In 49 cases, flagaed
activity was assessed 23 benign, reduiring no immediate remadiation.

Adcitionaily, 27 detectians involved hack tools, which are often leveraged in the
recorinaissance or axploitaticn vhiase of an attack cheain. Packed birariez accounted
for 12 detaciichs, suggesting the use of obfuscatior and compress.on techriicues to
bypzss detestiolt mechanisms.

This classification nrovices & clear operational picture of the active threat laiidscape,
enabling targeied responss measures and informed risk prioritization.
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rxchange Oniine Attack Overview

I Attack Category Tctal Attempts | Avg. Severity “nmary 'ndustry Target k
Phishing 1,876 4.3 Financizl Services
Business Email Compromise (BEC) 1,823 4.7 [F-inancizl Services
Al-Enhanced Attacks 343 4. Prafessional Services
Credential Harvesting 1,247 Wgj tHeslthcare

s supply Chain Compromise 582 4.5 Manufacturing )

Credential Thettand Ab

Stolen credentials nave become the
center of tha cybercriminal playbook,
with over $0% of breachas involving
comperomisad credentials. Credential-
focused attacks suirgec dramatically
year-cver-year. The underground
mariket is flooded with billions of
stoler; usernames and passwords,
primarilv Barvested by information-
stealing malware. Thiese infostealers
au.»tly harvest saved legins, browser
ccokies, and autherntication tokens
from ntactad devicas, with usage
surging recently.

sl at szale

Alarmingly, a majority oif SMBs do not
anforce rruvi-factor avthientication,
leaaving a massivie security gap.
Altackers leverage stelen credentials
tor stealthy lagins, exiended dwell
imes, privilege escalation, and lateral
movement. Session hijacking and
ioken theflt technigues nave become
widesgread, allywing attackers to
Impersoriata aitthenticated users
withceul needing passwords or MFA.
Token-based attacks are increasing
rapicly, bypassing traditional
aiithentication mecnanisms. SMBs
and the MSPs that seciure them must
urgantly improve .dentity security by
anforcirig MFA, \:sing password
manager:s, monitoring for
compromisaa accounts, and adopting
zara-tiust principles.
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ldentity-Based Attacks

~
% of Tota:

Avg. Severity (1-5)

~

\_

Jassword Seray 576 18.2% 2.0
Credenhiszl Stffing 437 14,45 57
MIFA Bveags 212 10.3% 4.8
Lagacy Authenticaticr, Abuse 243 937 4.3
Hecount Takaovar 267 2. 3% .G
PUDtCEI 1,£90 B2% 4.7

Privilege & Access Abuse

-
% of Tot3:

Avqg. Severity L 1-5)

\

CAun Apn Consent 242 10.3% %3
Credentizl Stuffing 243 3.9% A

Mi-A Bvess: 187 639 .G
Legacy Authenticaticr, Abuse 136 > % 4.5
Hecount Takaovar 154 4 8% &7
Sudtotsi 1,932 33.9% 4.4

Microsott 365 Most Targeted Applications

/ q® 7
Application

% cf M3

- 3 o
5 Attacks

Cutiook Exchange 1.24 419
shareloi: 623 20.57

Teans Ha?

OnaeDirive

Jower Apps 262

Jotal

(A

-

109%
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The @irst nalt of 2025 has seen concentrated cyberattacks tarc&etir‘:g specific incustry
sactars, with varied attack voiumes and severity leveis. Balow is an oveiview ¢f the
inciustrias mest alfectad by cyioer tnreats, alongsidsz Lhe averase sevarity of atiacks and
the servicas most freguently target=d viithin each sactor.

Finaneial Sarvicss reprasent the [argest rezilisaire tolloys cliosely wth 18.9% oF
share ol atternpts and attacks, accounting all avtemnts zad attacks, also

fer nearty one guartar (24.4%) of & ayperiencing sigrnincant ,impac’r. AL 2n
meovdec attep prs and incidents. These Average severity score or 4.7 Haalthcare
AMacks carvy a Qb aversge savernty rat ng svetems thatl imanade Izailerit r'ec:orcis

of 4.8 out of &, reflecting the critical natura and coliaboration elatfonms are commaon
of financial datd and gysiams. The primary rargets, posirg risks (o sensitve

service targeted within this sector inciudes 2@rsonal healthy intormatior anl

amail and meassagirg piatfornis th gt O QETATIONST continuiry.

suppert financial cemimanizations,

Masufachuring accountis 1or geproximately Govermmaere entties exoerienced 12.7%
12.9% of alieropts and attacks with an of total altemprs and anacks and gra
average severiy of 4.d, Attacks in this AMmenQ the most sevelrelv affected, witn
SECTOr GIVEN "OCUS OF iSroduchivity ene aAn average severity scora ov 4.6 [gantity
office suite soinware that :ieupoor't ang access managerneani platforms are
oparational worktlows, reflectng attermnos ma mest Freguently targeted sarvices,
te disrupt 'nang:facturmg precesses or steal grvan e criical nature of geverament
inreliccoial proverty, svetems and citizen dala

Prafegsional servicss centricatte 1o 16.3% Relail comprises 5.9% cf ine atteamels
of thee gitemme ainid ettack vollme, Wit ai and attaciks and an averagae saevant) ot
average severiy of 4.2, Silar 12 financia| .5 This secter's aiacke focus on
sErvices, communicaticn ana 2mal icdlentty pigifo ms, oiten airmning at
olatforps within this secter are prime customer and transaction clata.

AMACK VVECIers.

cclucation saw £.5% of atteniols anao coeray & CJtlities accoum Tor 4,47 of
aracks with an average savarity oi 4.3, avernpts aid attacks with an aver'age
ducatienal Institulions ¢iten axpariance sedarity seore of 4.6 YAassaging al
mreats targening identity manaderrer:d ccvall servers I this sector remain
svatems, puiting student and staff dzia art c “itical targets, anih potentia! mpactz on
sk, infrastrocture reliability.
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sty Arack Cverview

e ™
Industry ,;Ec):aa::ks Z)tf;cplg f{{gS:)Severlty "lost Targeied Service
Firanctal Services 747 2:48.4% 4 Micrescit xchange Inline
tHealthcare 576 18.87% a7 Micrescit Sharekoint Oniine
Marilfacturing 823 13.9% 5.4 Micrescit Gffics Suite
Government 3GV 12.7% 3.9 Micrescit Entrg 10
Profiassiong: Services 312 10.3% 5.2 Micrescit xchange Online
=AUCETIDNN AKN 2.97% 4.3 Micresedt Entia 10
Retali 178 5.2% S\ Micrescit Entra 10
mnergy & Utiltlies (RE 8.4°% 5.6 Micresclt Bxchange Sarver
. Total 3042 190% 4.5 - )

Troerging end Evolviag Threats

Notabis: em
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rging ti=nds in =1 2025 niciuoe:

ceapfakas & Al-Orivar: Impersonation: Ai-generated audic, vidao, and et Lisac
wscams, cemplicating verificslicn arna scctel engleaering aefenses

P |

/

Saggior Hijacking & Taker: Theft: incraasing ts snsied session tekens 1o

Ly rass avtnentication controis and cscalate a
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Cleud) Atusa & Supply Chan Cxplaits: Attackers axploit cleud platferm features
and third-garty venders tc expand reacn end parsistence

-

Generative Al explodaticn by
re

ry2at Aciors: Atlackers ieverage Al g auiomata
Lhishing, maivie f

ﬂ R :« a a ‘* \ - 1-< /;\ ¥ 1 /N \ “‘ i a ..l- = ¢ -:
& GEVeIODIAn!, Talrdcey rasearln, ana ooz &ninesring.
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Omnezr Hhireats: (T and femcta work vulneraniiies, cryiocurrend, - =latad
Jttacks, and cyberzacarity sraifing sharisgec contiooe to cbabenga SNE

dalrhses
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L P ~ » - o~ o, vidy v s . LW T -, N orc - -
0 epfance cylwrszeurty posture, SHIES 5nodid TacUs G

implementing mulii-facicr authentication and strong identity management.
Mgaintaining reliable offline backups and regularly testing racovary orecesseas.
Conducting 2ngoing security awareness training, including phishing simulations.
L eploying @nadpcirit protaction with benavioral monitering.

Adaopting zere-tivust orinciples, incluaing rnetwork saqgrentation 2ind least
privilege.

Hardenivg clouc! and thivd-party integraticns with strict aceess controis and
maonioring.

Leveloping and praciicing incicent rasponse plans with external experi sugport.

.f'
]
I

zveraging managed security services and Al-augmentad Jetanse fools.

Sacdring cyber rsurance coverage aligned with organ:zationzl needs.

Cyleirsacurity is an ongoing Hrocess reguiring continuous risk ass2ssment,
a2mboicye2 engageraent, ana ada"»muon to evolving thra=ts. With the richt
appreach, SMBs cari drarmaticaily reduce risk and enhance rasiiince against
cyoer adyversarias.

“ U # %( (% * U%"
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Backed tiy ¢decades of axpertise,

the Suzrdz Rzsezrch team zpplies

advznced tecamquas to uncover

averging rhieats and aclversarial

M# $ (# (&&"# UK tradecraft, trensforming these

(" &# ( # 3" 3" &# irsights into autamatad defenses.
(& & H%( &( (*( &#
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